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Routing Security



Statistics PoV
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LIRs in MENOG Region
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IPv4 in MENOG Region
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IPv4 in MENOG Region
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IPv6 in MENOG Region



MENOG 22 7

Routing on the Internet

“BGP protocol”
Can I 

trust B?

Routing table 
194.x.x.x = B

Routing table 
193.x.x.x = A

Is A 
correct?

A 
193.x.x.x

B 
194.x.x.x

B: “I have 194.x.x.x”

A: “I have 193.x.x.x”
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Accidents Happen

• Fat Fingers

- 2 and 3 are really close on our keyboards….


• Policy Violations (leaks)

- Oops, we did not want this to go on the public Internet


- Infamous incident with Pakistan Telecom and YouTube
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Incidents Are Common

• 2021 Routing Incidents Review

- 775 possible Hijacks ( 2255 in 2020)


- 830 possible Route Leaks (1260 in 2020)


- 9868 Bogon announcements (9059 in 2020)

Source: MANRS & https://bgpstream.com

https://www.manrs.org/2022/02/bgp-security-in-2021/
https://bgpstream.com
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Effects on global routing

Source: https://observatory.manrs.org
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Effects on global routing

Source: https://observatory.manrs.org
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Effects on global routing

Source: https://observatory.manrs.org
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Resource Public Key Infrastructure

Ties IP addresses and ASNs to public keys

Follows the RIR hierarchy

Authorised statements from resource holders

- “ASN X is authorised to announce my Prefix Y”

- Signed, holder of Y
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Two elements of RPKI

Signing

Create your ROAs

Validating

Verifying others
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Two elements of RPKI - Signing

Signing

Create your ROAs

Validating

Verifying others
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RPKI in MENOG Region
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Address Space in MENOG Region
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Address Space w/o RPKI
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% IPv4 space covered by ROAs
Country %
Turkey 97.65

Lebanon 97.28
Yemen 95.66

Iraq 94.86
Oman 94.02
Qatar 83.82
Kuwait 73.9
Bahrain 71.78
Jordan 50.17

Palestine 50.08
UAE 35
KSA 3.13
Syria 0.87

Source: RIPE NCC

https://lirportal.ripe.net/certification/content/static/statistics/world-roas.html
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Historical View of RPKI Adoption (v4)

Source: https://stat.ripe.net/

https://stat.ripe.net/


RIPE NCC GOV Roundtable 21

Historical View of RPKI Adoption (v6)

Source: https://stat.ripe.net/

https://stat.ripe.net/
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Source: https://stat.ripe.net/

Historical View of RPKI Adoption (v4)

https://stat.ripe.net/


RIPE NCC GOV Roundtable 23

Source: https://stat.ripe.net/

Historical View of RPKI Adoption (v6) 

https://stat.ripe.net/
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LIRs w/o RPKI or ROA - KSA
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LIRs w/o RPKI or ROA - UAE
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LIRs w/o RPKI or ROA - Syria
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LIRs w/o RPKI or ROA - Bahrain
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LIRs w/o RPKI or ROA - Turkey
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LIRs w/o RPKI or ROA - Lebanon
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LIRs w/o RPKI or ROA - Oman
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Two elements of RPKI - Validating

Signing

Create your ROAs

Validating

Verifying others
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% Use of RPKI Validation (ROV)
Country %

Syria 86.28
Lebanon 67.37
Jordan 42.95

Iraq 12.40
Yemen 7.26
Turkey 6.80

Palestine 6.19
Oman 3.56
Kuwait 2.19
KSA 1.82
UAE 1.18
Qatar 1.17

Bahrain 0.74Source: APNIC

https://stats.labs.apnic.net/rpki-zoom


Open Discussion



Annex
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Effects on global routing

Source: https://observatory.manrs.org

Global

Incidents Culprits

https://observatory.manrs.org/#/history
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% IPv4 space covered by ROAs (2021)
Country %
Oman 98.28
Yemen 95.66

Iraq 90.27
Kuwait 70.66
Bahrain 69
Qatar 61.93

Palestine 40.85
Lebanon 28.74

UAE 28.48
Jordan 6.71

KSA 2.51
Syria 0.8

Source: RIPE NCC

https://lirportal.ripe.net/certification/content/static/statistics/world-roas.html
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% ROV Filtering (2021)
Country %
Lebanon 52.11

Syria 34.48
Iraq 33.58

Palestine 23.22
Oman 16.16
Jordan 14.02
Yemen 13.34
KSA 6.89

Bahrain 3.72
UAE 3.55

Kuwait 3.15
Qatar 1.87Source: APNIC

https://stats.labs.apnic.net/rpki-zoom
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RPKI Adoption - Bahrain
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RPKI Adoption - Bahrain
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RPKI Adoption - Iraq
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RPKI Adoption - Iraq
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RPKI Adoption - Jordan
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RPKI Adoption - Jordan
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RPKI Adoption - KSA
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RPKI Adoption - KSA
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RPKI Adoption - Kuwait
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RPKI Adoption - Kuwait
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RPKI Adoption - Lebanon
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RPKI Adoption - Lebanon
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RPKI Adoption - Oman
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RPKI Adoption - Oman
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RPKI Adoption - Palestine
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RPKI Adoption - Palestine



MENOG 22 54

RPKI Adoption - Qatar
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RPKI Adoption - Qatar
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RPKI Adoption - UAE
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RPKI Adoption - UAE
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RPKI Adoption - Turkey
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RPKI Adoption - Turkey
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Training - Stats
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RIPE Meeting - Stats
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GM - Stats


